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1 Introduction

Current TS 33.220 [1] is ambiguous in the usage of User Security Settings (USS). This contribution discusses that ambiguity in the usage of USS can lead to possible security and interoperability problems. To overcome these problems this contribution proposes that it should be specified per application if USS is used or not.

2 Discussion

2.1 Support of USS per application

TS 33.220 [1] is ambiguous in the usage of USS. The TS gives the understanding that it is operator’s local policy in BSF and in NAF if USS is used or not for a specific GAA application. For Support for Subscriber Certificates (SSC) the usage of USSs is clear from TS 33.221 [2], but in general GBA TS 33.220 does not specify clearly whether other GAA applications, e.g. MBMS, should use USS or not. This ambiguity may lead to security and interoperability problems. 

<Siemens>: To our impression this is not an ambiguity, but a deliberate decision. GBA is a generic feature with multiple use cases, Thus TS 33.220 cannot specify USS usage as mandatory, As mentioned, for the sake of interoperability, for some applications USS flags are specified, but in the TS specifying the application..
Another ambiquity in GAA specifications TS 33.220 and 29.109 [3] is whether NAF USS explicitly from BSF or whether NAF requests key material and USS together. The two alternatives are analysed below.
<Siemens>: The sending of the request itself from NAF to BSF over Zn is the request for key material. If in addition the NAF requests USSs the NAF does so by including GSIDs. The difference between GBA_U and GBA_ME is cared for by the explicit GBA_U_awareness indicator sent over Zn. This rules out alternative A, thus only alternative B is commented.
For the intended use of GSID please cf. the text from TS33.220, section 4.4.6: “-
The NAF shall be able to indicate to the BSF the single application or several applications it requires USSs for;” This is the purpose of GSID transfer from NAF to BSF. It is acknowledged, though, that GSID is not mentioned in TS 33.220, but only in TS 29.109.
BTW: Please remember that USS may also contain public user ids, and not only authorization flags. In addition it may contain more information in future releases.
Alternative A: NAF requests key material and USS together from BSF

In this case the BSF cannot distinguish if NAF requests key material or key material and USS for a GAA application, since NAF requests them together. There are four different cases: 

1) Based on its local policy the BSF requires a USS and the NAF supports USS. 

NAF requests key material for GAA application from the BSF using GAA Service Identifier (GSID). If there is USS for the GAA application for this user, the BSF returns key material plus USS. NAF applies the key material and USS (authorization flags).

2) Based on it's local policy the BSF requires a USS and the NAF does NOT support USS.
NAF requests key material for GAA application using GSID. If there is USS for the GAA application for this user, the BSF returns key material plus USS. NAF applies the key material and ignores the USS (authorization flags).

3) Based on it's local policy the BSF does NOT require a USS and the NAF supports USS. 

NAF requests key material for GAA application using GSID. BSF does not require USS for GAA (e.g. it does not have one for this application), but grants access to the user based on local policy. The BSF returns the key material. NAF receives the key material and based on it’s local policy it may be able to apply the key material although he did not get the USS.

4) Based on it's local policy the BSF does NOT require a USS, NAF does NOT support USS. 

NAF requests key material for GAA application using GSID. The BSF returns the key material and NAF applies the key material. I.e. the functionality is the same as in case 3.

Alternative B: NAF requests expliclitly USS from BSF

In this case the NAF explicitly indicates if it requests key material only, or key material and USS for a GAA application. There are four different cases: 
<Siemens>. We see this case as the one specified in TS 33.220. The request itself over Zn is the request for key material, and the addition of GSID(s) is the request for sending of the appropriate USSs.
1) Based on its local policy the BSF requires a USS and the NAF supports USS. 

NAF requests key material and USS for GAA application from the BSF using GAA Service Identifier (GSID). If there is USS for the GAA application for this user, the BSF returns key material plus USS. NAF applies the key material and USS (authorization flags).

2) Based on it's local policy the BSF requires a USS and the NAF does NOT support USS.
NAF requests key material but not USS for GAA application using GSID. The BSF does not return key material to the NAF since the NAF did not request for USS. NAF does not get the key material.

<Siemens>: To our knowledge there is no requirement in TS 33.220 backing this behaviour. The sentence in section 4.6.6 of TS 33.220 reads: “-
The BSF shall be able to be configured locally by the MNO in such a way that the BSF is able to decide on a per NAF basis if one or more application-specific USSs shall be present in subscriber's GUSS, and to reject the request from the NAF in case the conditions are not fulfilled;” Rejection based on local policy depends only on the existence of certain USS in GUSS, but not on the request of these USSs by NAF. Thus case 1 and 2 are handled equally (key material is sent to NAF, if USS for the GAA application exists in GUSS of the subscriber), with the only difference, that in case 1 key material and USS(s) are sent to NAF, but in case 2 only key material is sent to NAF.
3) Based on it's local policy the BSF does NOT require a USS and the NAF supports USS. 

NAF requests key material and USS for GAA application using GSID. BSF does not require USS for GAA application (e.g. it does not have one for this application), but it may grants access to the user based on local policy. The BSF returns the key material. NAF receives the key material and based on it’s local policy it may be able to apply the key material although he did not get the USS.
<Siemens>: The NAF gets the USS if one is available.
4) Based on it's local policy the BSF does NOT require a USS, NAF does NOT support USS. 

NAF requests key material but not USS for GAA application using GSID. The BSF returns the key material and NAF applies the key material.

In alternative A), case2) includes a possible interoperability issue. In this case the NAF gets the USS but does not support it, i.e. NAF does not know how to use USS. NAF might in this case use the key material against the authorization rules in the USS (if it is able to ignore the USS) and therefore the meaning of USS would not be fulfilled. Alternatively the NAF might discard the whole response from BSF.

In alternative B), case 2) includes also a possible interoperability issue. In this case a NAF implementing a GAA application does not get the key material since it does not support the USS. From authorization point of view it may be a correct decision not the give the key material to the NAF if it could not obey the USS, but from user’s point of view he could have been denied service because the NAF and BSF cannot interoperate.

<Siemens>: Alternative B), case 2), but in the version as outlined by Siemens in the comment above, is exactly the mechanism which was intended by TS 33.220. The version given in Siemens comment avoids the interoperability issue mentioned by Ericson. It is only checked by local policy in BSF if appropriate USS for the NAF (or NAF grouping) is in subscribers GUSS. If this check succeeds, NAF gets key material regardless of sending of GSID by NAF. Only transmission of USS to NAF depends on sending of GSID from NAF. This behaviour was introduced to be able to do authorization check in BSF based on information in home network only, which is completely under the control of home operator.
It was discussed in particular, that case 2) is explicitly wanted for the following use case: Assuming that the GAA application has no need of USS from a functional point of view. Then a NAF will never request USS for this GAA application by sending GSID to BSF. But home operator may want to perform authorization and access control, e.g. for visited networks based on NAF grouping. Then subscribers GUSS will contain a USS for this GAA application containing attributes (e.g. type and nafGroup), but uids and flags are not necessary.

In case 3) in both alternatives A) and B) there should be no security reasons why NAF should not be able to use the key material since the BSF does not require any specific rules (i.e. USS) for the usage of the keys. However, the behaviour of NAF is not clearly specified in this case in the GAA specifications. A NAF implementation might interpret that lack of USS means that keys are not allowed to be used. This is also an interoperability issue.
<Siemens>: To our impression there is no text within TS 33.220 which supports the assumptions in the second half of this paragraph. As stated in the beginning of the paragraph, the NAF is free to use USS or not. But even then the assumptions in the second half of the paragraph seem not to be consistent. Why should the NAF assume it is not allowed to use the keys based on lacking USS, when it did not request the USS before.
The conclusion of the above is that, in order to avoid the interoperability problems, the usage of USS should be specified per GAA application (i.e. USS is used or not) or that rules are developed for the cases when one node supports USS but the other does not.

It is proposed that it should be specified per GAA application if USS is used or not.
<Siemens: Our comments above lead to the conclusion that the problems stated are not problems, but purposely introduced features.

Interoperability of applications is ensured by specification in TS 29.109, annexes B and C. The list of specified identifiers is open for extension by CRs to TS 29.209.
For application really requiring USS usage the current way of specifiying this in the application specific TSs seems sufficient. There is no need to introduce this in the general GBA TS 33.220.
2.2 Usage of GSID

One source of ambiguity in the USS discussion above is that TS 29.109 [3] is not clear how GAA Service Identifier (GSID) is used when requesting key material (and possibly USS) from the BSF. 

· According to the first interpretation GSID is used to request both key material and USS. 
This is the alternative A) above. 

· According to the second interpretation GSID is used to request only the USS. 
In this interpretation the NAF is not able to indicate to the BSF which GAA application NAF supports, if the NAF does not support also USS. In this case BSF cannot make any authorization decision per NAF application type. E.g. if an MBMS BM-SC (that does not support USS) requests key material, the BSF cannot know that this is a BM-SC and therefore cannot decide if the user is allowed to use MBMS or not. 

<Siemens>: GBA is “generic” and as such unaware of the service the NAF is offering to the UE. Then the necessity was seen to provide the NAFs with user and application specific data (GUSS). Then there was the discussion if every NAF receives the complete set of USS, i.e. GUSS. From privacy and other reasons it was decided that each NAF should only receive the USS specific to him. Thus the GSID was intodruced to signal to BSF which USSs are requested by the NAF and as such seen as “request to transfer USS” and not as indication of service offered to UE. Step 2 in section 5.3.3 of TS 33.220 clearly states: ” -
The NAF may also request one or more application-specific USSs for the applications, which the request received over Ua from UE may access;”. A mere indication of service offered, but without request for USS, is not specified anywhere in TS 33.220. And this request is not even mandatory, but written with “may”. Thus the second interpretation is the original intention of TS 33.220. If the wording leads to ambiguity, then a clarifying note may be adequate.
It is proposed that SA3 decides what GAA information NAF needs to indicate to the BSF when requesting key material, since this has impact on the authorization decision in the BSF. It is proposed that SA3 adopts the first interpretation above since in the second interpretation the NAF is not able to indicate to the BSF which GAA application NAF supports, if the NAF does not support also USS. It is also proposed that SA3 informs CN4 of this ambiguity.
<Siemens>: This paragraph assumes authorization decision in BSF based on GSID sent from NAF. As NAFs may be located in visited networks, and are therefore in general not as trusted as network elements in home network, this was never meant to be done based on GSID. On the contrary, when the discussion on authorization (and possibilities of enforcement by home network) came up in SA3, then information coming from visited network was never seen to be enough trustworthy. Thus local policies in BSF based on NAF name and NAF grouping were introduced. As BSF is in home network, it is trusted by the MNO. The information the authorisation decision is based on is also kept in and/or transferred within home network only (GUSS over Zh and/or local policy in BSF) and thus trusted.
The first interpretation of GSID usage would only make sense if an authorisation decision should be based on GSID transfer. But this was explicitly not wanted when local policies in BSF and NAF grouping were introduced.
2.3 Support of USS in MBMS

The usage of USS should also be specified for MBMS. It may be difficult to set generally meaningful authorization flags for MBMS due to the diversity of services that MBMS can offer. One example of classifying MBMS could be based on age rating, another could be based on service types, e.g. entertainment, news, etc. Therefore, if generally applicable authorization flags are not found for MBMS, it is proposed that USS is not used with MBMS.
<Siemens>: The definion of USS usage for MBMS is (in conformance with our above comments) a task to be done in a MBMS related TS, if necessary.
3 Conclusion & Proposal

This contribution discussed that ambiguity in the usage of USS can lead to possible security and interoperability problems. To overcome these problems this contribution proposes that 

· it should be specified per application if USS is used or not. An accompanying CR implements this to the TS 33.220.

<Siemens>: We think the proposed text for the CR to TS 33.220 (S3-050248):“-
it shall be specified per GAA application specification which defines the Ua reference point between UE and NAF (e.g. MBMS TS 33.246) if application-specific USSs are used or not;” may be open to misinterpretations with respect to what is mandatory or not. Our intention is that GAA application specifications should specify the use of USS only if necessary.
Additionally a clarifying note is proposed to state explicitly, that the content of USS is specified within stage 3 in TS 29.109, and that for standardized GAA service types only elements defined there may be used.
Thus we propose the following changes and addition of a note:

“-
it may be specified per GAA application specification which defines the Ua reference point between UE and NAF (e.g. MBMS TS 33.246) if it is mandatory for NAFs offering this GAA application to request and use application-specific USSs or not;
Note: USS format and standardised GAA service types are specified in stage 3 documents.”
For the same reason we think that the CR to TS 33.220 proposed in the comment of Nokia (S3-050254) should not be accepted. Note 3 of the CR gives an explanation which, to our interpretation, does not conform to the text of the requirement given in the bullet just above the Note3.
It may be difficult to set generally meaningful authorization flags for MBMS. It is proposed that, 

· if generally applicable authorization flags are not found for MBMS, USS is not used with MBMS 

The usage of GSID is unclear in TS 29.109. It is proposed that, 

· SA3 decides what GBA information is to be requested over Zn and advices CN4 accordingly

<Siemens>: From the comments above we do not see a need for additional decision on GSID usage within SA3 and advice to CT4.
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